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MEMORANDUM OF UNDERSTANDING
between
CITY OF SANTA CLARA
and

UNCLASSIFIED POLICE MANAGEMENT EMPLOYEES, UNIT #9A

DECEMBER 21, 2014- DECEMBER 17, 2016

In accordance with the provisions of Section 18 of the City of Santa Clara
Resolution #2979, entitled "Employer-Employee Relations,” this Memorandum of
Understanding (MOU) constitutes the results of discussions between the City
Management Staff and certain Unclassified Police Management Employees (Unit 9A) of
the City of Santa Clara on all matters within the scope of representation from December
21, 2014 through December 17, 2016.

1. TOTAL COMPENSATION

A. For the purposes of this agreement, total compensation is defined to include
the following items:
1) Salary
2) Fringe Benefits:

a.

b
C.
d.
e

Retirement*

. Holiday Pay* *These elements are directly
Vacation Pay* tied to salary and move as a function
Uniform Allowance* of salary. No independent movement

. Insurance is allowed in these element areas.

(1) Life
(2) Medical
(3) Dental

(4) Long-Term Disability
(5) Non-Recoverable Health Services

f. Retiree Medical

B. For this MOU, a base total compensation as defined above, for a Unit SA
Unclassified Employee, will be determined in the following manner:

1) The average monthly salary of the Unit 9A Unclassified Employees will be
calculated from the salary control point schedule in effect on the first day
of the last full pay period of the calendar year.

2) From this average salary, a Salary Adjustment Form (Total Compensation
array) will be developed to establish the base total compensation for the
Unclassified Police Management Employee for the following calendar
year.

2. ADJUSTMENT OF SALARIES AND FRINGE BENEFITS

A. Effective December 21, 2014, salaries for represented classifications will be
increased by 3.0%. Effective December 20, 2015, salaries for represented
classifications will be increased by 3%.
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B. The City will pay the full CalPERS employer rate increase from FY 2013-14 to
FY 2014-15 and from FY 2014-15 to FY 2015-16s0 such increases will not
have an adverse impact on salary.

C. The City will pay any increase in the cost of the Kaiser employee only rate for
the 2015 and 2016 calendar years so such increases will not have an
adverse impact on salary.

D. If Unit 2 (POA) receives any across-the-board economic increases and/or
economic increases benefiting the majority of Unit 2 employees during the
term of the 12/14-12/16 Police Management MOU, Police Management shall
receive the same benefit of such increases. This shall apply to, but not be
limited to, salary increases, stipends, health contributions and specialty pays.

E. The Salary Adjustment Form and “Total Compensation” methodology
described in Section 1 will not be used in either MOU year to determine
salary or other element of compensation.

F. It will be the prerogative of the Unit 9A employees to allocate the distribution
of total compensation monies within the following element areas: 1) Salary,
2) Life Insurance Premiums, 3) Medical Insurance, subject to the requirement
that the amount of the Kaiser single health insurance premium, including the
PEMHCA minimum, be included in the mandatory section of the total
compensation array, 4) Long-term disability insurance premiums, 5) Non-
recoverable health services and 6) Uniform Allowance except as otherwise
noted in this MOU. It is hereby agreed to and understood by both parties to
this MOU that distribution of total compensation monies is to be based upon:
1) the monthly base total compensation array for the Unit 9A Unclassified
Employee whose total compensation is the average of the Unit, and 2) the
maximum premium payable by City, and not actual premium to be paid by
City, except as noted elsewhere in this agreement.

G. ltis recognized by both parties to this agreement that it is their mutual
responsibility to independently verify, to the extent possible, the accuracy of
the information upon which total compensation adjustments are made.
Should it be discovered by either party that adjustment(s) to salary and fringe
benefits are based on erroneous information or has been erroneously
computed, the necessary corrective action will be taken as soon as practical
after the discovery and notice of the error has been given. It is the mutual
responsibility of both parties to report any suspected error immediately upon
discovery to the other party. However, the period for which there will be a
right to recover any monies which are either overpaid by the City or
underpaid to the employee shall be limited to an adjustment period of up to
90 calendar days from the date the error was first reported to the other party.
The corrective action will be taken even in circumstances where the error
may bridge successive MOUs, but the recovery will still be limited to amounts
owed or owing during the prior 90 calendar days. The 90 calendar day period
will begin upon the date of written notification by personal service upon the
other party.

Right of recovery by the City of overpayment shall be limited to recovery over
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the same time period as the overpayment was made. Said repayment will
begin with the next paycheck following final determination of the amount to be
repaid. Underpayment to the employee shall be made by the City in a lump
sum of the amount owed on the next regular paycheck following final
determination of the amount to be paid.

3. HEALTH INSURANCE PREMIUMS

A. MANDATORY HEALTH ALLOCATION

Kaiser single employee health insurance will be included in the Total
Compensation array as a Mandatory Allocation. The amount allocated for
Kaiser single employee health insurance will be the premium minus the
statutorily required Public Employees Medical and Hospital Care Act
(PEMHCA) contribution. The PEMHCA contribution will remain in the Total
Compensation array as a separate Mandatory Allocation. The City will
change the dollar amount designated within the array for Kaiser single
employee health insurance when the premium amount changes and/or when
the statutorily required PEMHCA contribution changes.

B. DISCRETIONARY HEALTH ALLOCATION

The Miscellaneous Unclassified Management Employees may (on a once-a-
year basis, commencing with the beginning of the calendar year) designate
within the discretionary portion of the total compensation array a fixed
monthly sum for all represented employees for employee plus one or full
family coverage. In order to offset the increase in premium that may be
expected during the course of the calendar year, the Miscellaneous
Unclassified Management Employees monthly discretionary allocation for
health insurance premiums may exceed the cost of the lowest cost family
medical insurance premium coverage available to employees who reside
within Santa Clara County by an amount not to exceed ten percent (10%)
above said premium at the time of the annual allocation of total compensation
monies. If the health insurance premium for an individual employee exceeds
the amount allocated, the balance is paid by way of a salary deduction from
the pay of the individual employee.

C. HEALTH ALLOCATION REFUND

All individual employees having health insurance payments made on his/her
behalf that are less than the monthly amount allocated by the Miscellaneous
Unclassified Management Employees will have the difference refunded on a
once-a-month basis. Such payments shall be made on the first paycheck
issued in each month. This refund program requires the following
qualifications: 1) it must be a health insurance program; and 2) it must be a
health insurance vendor with a current contract with the City through the
CalPERS Health Insurance Program. City health insurance coverage will be
at the option of the individual employee. It is the intent of this section that
employees opting not to have City health coverage will be refunded the full
amount allocated on their behalf for health insurance.
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D. The City shall comply with the provisions of the Family and Medical Leave
Act of 1993 (FMLA) and the California Family Rights Act of 1993 (CFRA).

4. DENTAL PROGRAM

Unit 9A is not required to participate in the City Dental Reimbursement program.
Subject to the rules of the specific program, represented employees in Unit 9A
may, as a bargaining unit, join in any other City authorized dental program.

5. HOLIDAY PAY

The City will observe the following thirteen (13) dates (or days) as City holidays
and City offices will be closed in observance of those holidays. Represented
employees will be entitled to eight (8) hours of paid time off in observation for
each of the holidays listed:

New Year's Day (January 1), Martin Luther King, Jr. Day (3" Monday in
January), President's Day (3" Monday in February), Spring Holiday
(observed on Good Friday), Memorial Day (last Monday in May),
Independence Day (July 4), Labor Day (1* Monday in September),
Admission Day (September 9), Columbus Day (2™ Monday in October),
Veteran's Day (November 11), Thanksgiving Day (4" Thursday in
November), Friday after Thanksgiving, and Christmas Day (December
25).

Holidays which fall on a specific date and which fall on Saturday are observed
the preceding Friday. Holidays which fall on a specific date and which fall on
Sunday are observed the following Monday.

The City and Unit 9A previously agreed that represented employees would give
up 104 hours of holiday pay annually in exchange for a corresponding and
equivalent 5% salary increase. Effective with the approval of this MOU, the
salary ranges for represented employees shall be adjusted so that they are
placed back at the same percent of control point they were at prior to the
transition of holiday pay to salary. The number of annual paid holidays included
in the total compensation allocation will be 13 days (computed on the eight hour
per day pay rate).

6. VACATION ACCRUAL

A. Represented employees will accrue vacation, calculated to four decimal
points for accuracy, as follows:

COMPLETED YEARS OF SERVICE ACCRUAL RATE
1 through 9 years 120 hours
10 through 15 years 160 hours
16 through 20 years 176 hours
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21 or more years 192 hours

B. An employee may, up to twice per calendar year, cash-out accrued vacation
at his/her current hourly pay rate up to a combined maximum of 80 hours.

C. Maximum vacation accrual which may be credited to an employee at the end
of the pay period which includes December 31 shall be 400 hours.

D. Inlieu of receiving a vacation-leave cash payout at retirement, the
Association may vote to roll accrued vacation leave hours into the employee’s
Voluntary Employee Beneficiary Association (VEBA) account, subject to
Association compliance with Federal rules associated with employee
contributions of vacation leave to their VEBA accounts.

7. SICK LEAVE/FAMILY SICK LEAVE/PERSONAL LEAVE
A. SICK LEAVE

1) Employees shall accrue ninety-six (96) hours of sick leave per year of
regular City employment. Sick leave shall accrue in equal amounts each
pay period. Employees shall not accrue sick leave while they are on
unpaid status.

2) Use of sick leave will be under the same terms and conditions as are now
in place. Vacation and Management Leave may be used to supplement
sick leave as available and with Department Head approval.

3) In lieu of receiving a sick-leave cash payout at retirement, the Association
may vote to roll the sick leave cash payout into the employee’s Voluntary
Employee Beneficiary Association (VEBA) account, subject to Association
compliance with Federal rules associated with employee contributions of -
sick leave to their VEBA accounts.

B. FAMILY SICK LEAVE

1) Not more than forty eight (48) hours of sick leave within one calendar
year shall be granted to any employee for the care or attendance upon
members of his/her immediate family, unless the use of additional leave is
approved by the City Manager or designee. “Immediate family” is defined
as spouse, parent, child, sibling, grandparent, grandchild, aunt, uncle,
niece, nephew, first cousin, parent by marriage, step-parent, step-child,
grandparent by marriage, son-in-law, daughter-in-law, sibling by
marriage, foster parent, domestic partner, anyone residing with employee,
or anyone dependent on the employee for care.

C. PERSONAL LEAVE
1) Each calendar year, an employee is entitled to use twenty-four (24) hours

of accrued sick leave as Personal Leave, provided he/she has sufficient
sick leave balance available.
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2) Personal Leave is intended to provide the employee with paid time off to
attend to legitimate personal business that may arise from time to time
during the year. Personal Leave may be used to supplement sick leave
as required.

3) The employee has an obligation to provide as much notice as possible so
as to allow for proper scheduling by the department.

4) Providing that the minimal requirements of proper notification have been
met, the use of Personal Leave should not be denied.

5) The adoption of this program does not modify the existing ability of the
employee to exchange up to 96 hours of accrued sick leave for up to 48
hours of vacation, based upon two (2) hours of sick leave for one (1) hour
of vacation as provided and defined in the Personnel and Salary
Resolution.

8. BEREAVEMENT LEAVE

A. The City will provide employees with a paid bereavement leave benefit to
attend to the customary obligations arising from the death of a member of an
employee’s immediate family, as defined in this Section 8(A). Employees are
eligible to receive up to forty (40) hours of bereavement leave in the event of
the death of a parent (including step, adoptive and in-law), child (including
step, adoptive and in-law), sibling (including step, adoptive and in-law),
spouse or domestic partner; up to three (3) work days (regardless of shift
assigned) of bereavement leave in the event of the death of a grandparent
(including step, adoptive and in-law), grandchild (including step, adoptive and
in-law), aunt (including step, adoptive and in-law) or uncle (including step,
adoptive and in-law); and up-to one (1) work day (regardless of shift

assigned) of bereavement leave in the event of the death of their own or a
step, adoptive, or in-law great-grandparent, great-aunt, great—uncle great-
grandchild, niece, nephew, or first cousin.

B. The bereavement leave benefit is based on each death occurrence and is not
charged through the total compensation model.

C. Up to five (5) work days of additional bereavement leave may be charged to
an employee’s sick leave balance with City Manager approval.

D. At the request of the City, the employee will provide verification.

.9. VOLUNTARY TIME OFF

Employees may request voluntary unpaid time off under the following conditions:
A. Approval of a work schedule that does not adversely impact the operations of

the department or other employees in the work unit with the approval of the
Department Head and the City Manager.
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10.

11.

B. No impact on either sick leave or vacation accrual if sufficient hours are
worked in a pay period to entitle the employee to his/her regular accrual rate
for either benefit.

C. No reduction of insurance premium payment or refund as long as sufficient
hours are worked to allow for full payment of the premium for an employee
working a full time work schedule. If the number of hours worked is less than
the number required for full payment of premiums or refunds, the premium or
refund payments will be reduced in proportion to the hours required to gain
full credit.

D. Voluntary time off may be taken without the employee first using all of his/her
accrued leave.

E. Employee may cancel his/her participation in the program with a notice time
agreed upon at the time of the granting of the request, which will be sufficient
to allow the department head to accommodate the request.

F. Cancellation of the employee's participation in the program will be at the
discretion of the Department Head with the approval of the City Manager.

VOLUNTARY EMPLOYEE BENEFICIARY ASSOCIATION (VEBA)

The City has established a Voluntary Employee Beneficiary Association (VEBA)
trust under Internal Revenue Code Section 501(c)(9) for the purpose of providing
a City-wide defined contribution post retirement medical benefit for employees
hired prior to December 21, 2003. Specific information regarding the Plan is
referenced in the Plan Document.

VEBAis a tax-exempt trust account formed under Internal Revenue Code
Section 501(c)(9) designed to accumulate assets to fund the future payment of
qualified medical expenses (including specified insurance premiums). At
retirement, participants may withdraw the accumulated plan benefits to pay for
medical insurance premiums and will not be taxed under current state and
federal law. Withdrawals cannot be made for non-medical purposes.

Effective December 21, 2003, the City ceased making contributions to employee
VEBA accounts and instead provided a Retiree Medical Reimbursement Benefit.
Employee VEBA accounts remained and will remain open for other potential
contributions. Effective beginning December 16, 2007, the City began
contributing $50 per month to employees’ VEBA trust accounts. Per the City’s
contract with VEBA, VEBA'’s consulting fee will be deducted from plan
participant’s accounts.

RETIREE MEDICAL REIMBURSEMENT BENEFIT

The Retiree Medical Benefit shall provide each employee who retires from the
City with a CalPERS retirement with at least ten (10) years of regular City service
with a reimbursement for unreimbursed single retiree health insurance premium,
beginning with the first full month after retirement from City service and ending
with the last full month before the retiree’s sixty-fifth (65") birthday. Starting with
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12.

13.

the month in which the retiree turns age sixty-five (65), the reimbursement will be
for unreimbursed Medicare single retiree supplemental insurance premium or
unreimbursed single retiree insurance premium. For premiums paid in calendar
year 2012 that will be reimbursed in calendar year 2013, the City will reimburse
an amount up to $313 per month, including the PEMHCA minimum, for
unreimbursed single retiree health insurance premium or up to $188 per month,
including the PEMHCA minimum, for unreimbursed Medicare single retiree
supplemental insurance premium or single retiree health insurance premium.
The amount of the City reimbursement will be adjusted once each year by the
percentage change from October to October in the San Francisco-Oakland-San
Jose urban wage earners and clerical workers (W) consumer price index from
the prior year, but in no event will be increased more than 3.5%. Beginning in
2004, the City will fund this benefit with an amount to be determined by an -
actuary.

Each retiree will be required to submit proof of medical coverage to the City each
year. The City will pay the reimbursement in a lump sum payment quarterly.

AUTOMOBILE ALLOWANCE

The automobile allowance program available to represented employees is as
follows:

A. The monthly automobile allowance shall be $400 per month.

B. In order to qualify for this allowance represented employees must have
available for use on City business a four passenger vehicle which is not more
than three (3) years old at the time it is placed in service under this program.

C. Insurance as required under the State of California Motor Vehicle Code will
be prov;ded by the represented employee and must be in force at all times
the vehicle is operated on City business.

D. Employee receiving automobile allowance is responsible for all gasoline and
maintenance costs. Employee shall also maintain the vehicle in a clean and
presentable condition.

E. Effective upon Council adoption of this MOU, employees will no longer
receive an automobile allowance and this Section 12 shall be null and void.
Concurrently, employees shall have their salaries increased by $400 per
month and their salary ranges adjusted so they remain at the same percent of
control point they were at prior to the transition of money from a car
allowance to salary.

PDA/SMART PHONE STIPEND

Effective December 23, 2012, the City will agree to provide an $80 per month
PDA/smart phone stipend to those employees who wish to receive it instead of
receiving and using a City issued PDA/phone. Employees choosing to
participate in this program will be responsible for securing their own PDA/Smart
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14.

15.

16.

Phone, and providing the applicable telephone number to the Police Department,
and to Human Resources. (See Appendix A.)

STADIUM DETAIL

Police Management employees will be paid at 1.5 times the Step 5 Lieutenant
salary rate for hours performing Stadium Detail special event work outside an
employee's regular schedule, and which amounts shall be reimbursed to the City
by the Stadium Authority. Such pay and detail shall be limited to those events
where the Chief of Police concludes that the presence and work of Police
Management personnel is required.

MANAGEMENT LEAVE PROGRAM

The Management Leave Program is as follows:

A. Effective January 1 of each year, represented employees will be credited with
80 hours of Management Leave.

B. New hires or employees promoted into Unit 9A between January 1 and June
30 will be credited with 80 hours of Management Leave. New hires or
employees promoted into Unit 9A between July 1 and December 31 will be
credited with 40 hours of Management Leave.

C. Use of Management Leave is subject to approval by the City Manager or
his/her designee. Such use shall be approved unless staffing or other
conflicts prohibit such approval.

D. Management Leave is not charged through the Total Compensation Array.

E. Management Leave may not be converted to cash or other paid time off.

F. Unused Management Leave does not carry over from one calendar year to
the next.

EMERGENCY PAID LEAVE POOL

A. ADMINISTRATION

Administration of this program shall be provided by a three (3) member
Emergency Paid Leave Board (Board) consisting of two (2) members of the
Unit 9A Board and the City Director of Human Resources (or designee).
Determination of eligibility to use the vacation established in this Emergency
Paid Leave pool will be by majority vote of this board. An adverse decision of
this board may be appealed to the Association Board of Directors and their
determination shall be final.

B. METHOD OF DONATION

1) Contribution of vacation or CTO will be computed at the member's base
hourly rate of pay (excluding premium or specialty pay).
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2) Contribution may be made from earned vacation, CTO or cash only.
Conversion of Sick Leave to Vacation for purposes of donation to this
pool will be immediately credited to the pool without the ninety (90) day
waiting period.

3) In a case where it has become known that an employee has been
seriously injured or has a life-threatening illness and is in need of
assistance from the Emergency Paid Leave Pool, contributions from
accrued Sick Leave, bypassing vacation conversion, computed at the
contributing employee’s base hourly rate of pay (excluding premium or
specialty pay) may be made for the benefit of that specific employee who
has the need.

4) Employee may authorize the City to automatically convert vacation that
should be accrued to the employee to the pool when the employee's
vacation accrual has reached the maximum allowed.

5) Funds contributed to the Emergency Paid Leave Pool will be placed in an
interest bearing Trust Fund. The Trust Fund will be accumulated in total
dollars. No record of number of hours contributed to the Pool will be
maintained. An employee making a donation to the Pool will not have a
vested right to the amount donated. The Finance Department will report
the status of the fund on a calendar quarter basis to the Association.

6) Employees may contribute earned vacation, CTO or cash to the
Emergency Paid Leave Pools of other City bargaining groups.

C. USE OF POOL

Employee must have a verified emergency need for time off to request
Emergency Paid Leave from the pool. Non-medical emergencies shall be
verified by certification acceptable to the Board and shall include the
anticipated duration of the emergency. Medical emergencies for the
employee or dependent shall be verified by a doctor's certification and shall
include the anticipated duration of the medical emergency. An employee’s
initial request to use leave for a medical emergency shall be made to the
City’s Director of Human Resources (or designee). The Director of Human
Resources (or designee) shall make an initial determination regarding
whether the employee’s request to use Emergency Paid Leave is for a
verified medical emergency. The Director of Human Resources (or designee)
shall notify the rest of the Board of the name of the individual making the
request, the date of the request and whether or not the individual’s request
qualified as a verified medical emergency need under this section.

1) Employee must have exhausted appropriate paid leave (sick leave
including eligible conversion to vacation, vacation or CTO) prior to
becoming eligible to request Emergency Paid Leave benefits from the
pool. Employee will be notified by the Personnel Department when they
first become eligible to request emergency leave benefits from the pool.

Page 10 of 27



MEMORANDUM OF UNDERSTANDING — UNIT # 9A (2014-2016)

17.

18.

2) The maximum time available from the pool (subject to the assets of the
pool) will be 160 hours (two [2] pay periods) for Emergency Paid Leave
benefits due to the iliness or injury of the employee or the maximum
allowable accrual of vacation for emergency needs of the family of the
employee.

3) An additional 160 hours (two pay periods) will be made available in
extreme circumstances if an employee has a medical emergency. The
decision to grant or deny a request for an additional 160 hours will be
made by a majority vote of the Employees’ Association Board Members.

4}y Emergency Paid Leave will be deducted from the pool based upon the
employee's base hourly rate of pay (excluding premium or specialty pay).

5) Emergency Paid Leave hours will be made available for use in the pay
period following approval by the Board.

6) Use of Emergency Paid Leave from the pool will be treated in the same
manner as use of regular vacation. The employee will continue to accrue
sick leave, vacation, insurance coverage and other benefits in the same
manner as he/she would if using regularly credited vacation.

7) Emergency Paid Leave that has been credited to the employee and has
not been used when the emergency has terminated will be reinstated to
the pool. Vacation, sick leave and other benefits that have accrued to the
employee will remain in the employee's account.

ALTERNATE WORK SCHEDULE (NINE-EIGHTY SCHEDULE)

Unit 9A employees shall be eligible to work a 9/80 alternate work schedule
according to the conditions, criteria, and requirements set forth in City Manager’s
Directive 71. Requests to work a 9/80 schedule shall be made through or by the
Chief of Police to the City Manager. The City Manager must approve the
schedule and the City Manager or Chief of Police may terminate the schedule at
any time.

FLEXIBLE SPENDING PLAN, INTERNAL REVENUE CODE, SECTION 125

The City will make available a Flexible Spending Plan under the Internal
Revenue Code Section 125 for employees. Employees may contribute pre-tax
(federal, state, FICA, Medicare) dollars for dependent care and qualified un-
reimbursed medical expenses. This Plan will follow the regulations outlined by
the Internal Revenue Code. Detailed information will be available in the Summary
Plan Document.

The City will pay the administrative expenses for the plan. This Plan is voluntary
and participating employees will pay the monthly participation cost. The monthly
participation cost will be considered pre-tax, as defined above, under Internal
Revenue Code Section 106. Participating employees will be provided with an
Employee Plan Summary and regular statements regarding the status of their
flexible spending accounts.
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19.

20.

DOMESTIC PARTNERS

The City shall make all benefit programs available to employees, dependents
and domestic partners, subject to the requirements of each benefit provider.

CHEMICAL TESTING

It is the policy of the City of Santa Clara, the Santa Clara Police Department and
the Association to provide and maintain a drug and alcohol free work
environment for all employees. The above parties recognize and agree that the
duties, responsibilities and actions of a police officer may expose the City, the
Department and its employees to possible civil or criminal liabilities in the area of
drug and alcohol use. In order to address the above concerns, all parties agree
as follows:

[t will be the responsibility of any represented employee to comply with the Santa
Clara Police Department policy on drug and alcohol use, and pursuant thereto, to
submit to a blood test as appropriate and chosen by the involved employee,
when ordered by the Chief of Police or his/her designee. A breath test may be
chosen only if alcohol use is suspected. All chemical testing shall be
administered in a medically approved manner and as soon as practical after
being ordered, but no later than six (6) hours after the incident, in the case of A,
B, C, or D listed below, whether the employee is on-duty or off-duty at the time of
the occurrence whenever any of the following occur:

A. Any incident in which a firearm is discharged by an employee, acting under
color of authority, and death or serious injury is likely to occur. Furthermore,
unless the death or serious injury of another occurs, this section will not apply
to incidents in which a firearm is discharged accidentally, as a warning shot,
or at a dangerous or suffering animal. For the purpose of this section, the .
use of an extended range impact weapon is not defined as a firearm
discharge unless used as deadly force.

B. Any intentional use of any other deadly or dangerous weapon by an Officer,
or an intentional act on the part of an Officer, which proximately causes the
death or, or injury likely to produce death to another.

C. Any traffic accident involving an employee operating a City-owned vehicle
which results in death of another or any traffic accident involving an employee
operating a City-owned vehicle which results in an injury likely to produce
death to another and the employee appears to be the proximate cause of the
accident.

D. Any incident where the Chief of Police or his/her designee has a reasonable
belief based upon objective symptoms that an employee is in violation of the
departmental policy on drug or alcohol use. The verbal order to submit to a
chemical test(s) shall set forth the reasons for the test(s) and shall be
followed at the time the test is administered by a written statement of the
order.
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21.

22.

E. Any reasonable incident where the Chief of Police or his/her designee

develops reasonable suspicion that an employee has used illegal drugs.
Reasonable suspicion will be defined as that quantity of proof or evidence
that is more than a hunch, but less that probable cause and must be based
on objective and articulable facts sufficient to lead a reasonable, prudent
supervisor to suspect that an employee has used illegal drugs. '

The following examples, alone or in combination, may constitute reasonable

suspicion:

1) A pattern of documented abnormal or erratic behavior that indicates
potential drug use; '

2) Direct observation of drug or alcohol use by a reliable and credible
source; A

3) Corroborated information provided by a reliable and credible source that
an employee has engaged in illegal drug use, the identity of which source
shall be available to the employee and the association.

. Employees being assigned to, or being rotated out of specific assignments

shall be subject to drug testing at the beginning and at the end of such
assignments. These assignments include the Specialized Crimes Action
Team (SCAT), Santa Clara County Special Enforcement Team (SCCSET),
the Administrative Narcotics Investigator, and the Drug Enforcement Agency
(DEA) task force.

Demands for drug or alcohol analysis by supervisors which are determined to
be malicious will not be tolerated and may subject the directing individual to
disciplinary action.

"Designee" is defined as any sworn Santa Clara Police Officer with the rank
of Assistant Chief, Captain, Lieutenant or Sergeant.

In the event any portion of the Chemical Testing policy herein described in
this MOU is in conflict with any non-negotiated policy, procedure, manual or
directive, including the Police Operations Manual, the provisions of this MOU
shall prevail.

Nothing is this section shall prevent any represented employee from
voluntarily requesting or providing a chemical sample if deemed appropriate
by the employee.

EMPLOYEE ASSISTANCE PROGRAM

The City agrees to provide a confidential Employee Assistance Program to be
funded outside of Total Compensation.

SALARY COMPACTION DISCUSSION

Within six (6) months of Council approval of the MOU, the City and Police
Management will meet and discuss the issue of salary compaction affecting
employees in Unit 9A. :
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23.

24.

25.

PAY PERIODS

Allowances/payments or accrual rates that are an agreed upon amount per
month or year but are paid for administrative purposes in incremental amounts
each pay period, shall be the same total amount per year in years in which there
are 27 instead of 26 pay periods. This clarification is not intended to and would
not modify anyone’s salary/pay rate. :

DECLARATION

The parties hereto have reached an understanding concerning the proposed
salaries and fringe benefits described in the above paragraphs. All other matters
dealing with wages, hours, fringe benefits including health and dental insurance
contributions, and working conditions included in ordinances, resolutions, rules or
regulations, or previous memorandums of understanding, shall remain
unchanged for the term of this memorandum in the absence of agreement to the
contrary. -

NEXT MOU NEGOTIATIONS

Unit #9A will submit its proposals for a new MOU for the term commencing at the
expiration of this MOU no later than November 1, 2016.
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FOR THE CITY OF SANTA CLARA:

e 2 Y,

Edward Kreisberg d’

Lead Negotiator

57/ 5/fe

Date:

(WM;/

4

Elizaheth € Brown
Diréctor of Human Resources

Date:

el

)
APPROVED: @‘{W

FOR THE CITY OF SANTA CLARA

UNCLASSIFIED POLICE MANAGEMENT

EMPLOYEES

;gt/e% Burress
““President and ljgad Negotiator

Yl

1WA

Wébfid Kazem

Date: (O? B!jmy

00-22-20l0

RAJEEV BATRA
Acting City Manager

Date

ﬂ? o . { - 7 - -
APPROVED BY THE CITY COUNCIL ON:W;<?' ?gz;i,fm e 20 o §¢

ATTEST. [ /¥

9-23-1,

v
RODNEY DIRIDON, JR.

City Clerk/City Auditor

APPROVED AS TO
SANTA W; C

Date

Y’S OFFICE
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APPENDIX A: PDA/SMART PHONE STIPEND INFORMATION

APPENDIX A: PDA/SMART PHONE STIPEND INFORMATION
City Manager's Office

Interoffice Memorandum

Date: April 15, 2014

To: Unit 9 — Unclassified Miscellancous Munagement Employees

Fram: Juhio Fuentes, City Manager

Subject: Cell Phong/Smartphone Stipend Program for Unit 9 =~ Unelnasified

FHseellaneons Management Emplovees

Scoper This cell phone/smariphone stipsnd program applics to members of Unit 9- Unclasstfied
Miscellaneous Management Employees, The stipend program is $80 per month and was
affective Aprit 1, 2609,

Purpose: To establish policies regarding the provision and usage of City-owned cellular
telephones or smartphones (devices thal have volce, data and internetfweb aocess capabilities),
The City has determined that it is beneficial to have Unit 9 members necesyible by phone/data
communications at all fimes. A Unit 9 employee can choose o have v City-lssued cell phone,
where the City pays for the Unit 9 employee’s cell phone devics and service plan through City-
managed contracls with celt providers, o they can choose o receive a stipend in the amount of
$80 per month, whereby the Unit ¢ employee will purchase and own theiv own coll
phone/smariphone device and pay all service provider charges, or the Unit & employes can
choose not to patticipate in either of the sbove programs,

Summary: This policy outlines and establishes eligibility criteria Tor Unit Y employces wishing
lo receive o monthly cell phone stipend and should be read and understood in conjumetion with
CMD 116-Use of City Resources and Confidential Nature of lnformation on City Equipment.

Cellular Telephone/Smartphone Stipend Program: Unit 9 employecs niay choose to receive
an $80 & month stipend to purchase, melntain, replace or repair their personal eell phone, and pay
for any fevel of cell phone service plan from any provider the employee may select. The $8G per
month allowanee Is not intended to cover the Tull cost of any particular cell phone device andfor
cell phone service plan. Ifa Unit 9 employee wishes fo purchase a coll phonefsmartphone andl
comneet to the City’s email system, they must confirm with the City’s Information Technology
Department that the device they wish to purchase can be conneeted lo the City's Outlook email
system. Not all celf phone devices or service programs may be sompatible with the City's
information technology systems, If you do not desive to connect to the City's email system, then
any cell phone or service provider could be selected.

Ta bo eligible for the monthly stipend, the Unit 9 employee muost provide the Human Resomuwees

Depattment with an active cell phone munber. It is expected that the employes will respond o
work-related calls and most critical, actively monitor their phone during City smergency
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Cell Phone Stipend Program for Unit 9 — Miscellaneous UﬂClRSoiflEd tanagement Employees
April 11, 2014

Paga 2

sifuations, Ha Unit 9 {;n’:})f(zyw participating in the stipend prograny experiences a lost, stolen or
damaged call phong, if is expected that the employee will actively seek (o have the device
replaced or repaived in o reasonable poriod of time in ovder to remain eligible for the maonthly
stipend {refer to CMD 116 for additional requirements if a phone is logl or stolen), The stipend
program is focused only to the Unit 9 employes’s personal cell phone or smariphone, and not to
other cell phones that mighi be included under u shared or family plon that the employes may
have with a service provider.

i the Unit 9 employee changes their eell phone number for any reason, the Human Resources
Diepartment must be notified in the next work week of the new cell phone number, 1 an
employee receiving a cell phone stipend chooses (o no longer use a personal cell phone for any
renson, the Human Resources Depariment should be notified immediately, and the stipend will
be discontinued i the vext applicable pay period,

The stipend is paid at a rate of 840 por pay ppsmd {with no pay:mni on bwo of mem;r»%z\ pay
porfods annually). A Unit 9 employee starling employment or ferminating employment in the
middle of any month will reccive one-half of the monthly stipend ($40), The stipend will
commence in the first applicable pay period afier the Unit 9 cmplny&e“s request has been
received, reviewed and app\m'ed by the Human Resowces Department, The essential review
critevia are that the emplayee is a member of Unit 9 Miscellaneous Management Employees’
Association, and that the employee has submitted a valid cell phone number as requested, The
stipend is considered income to the employee, and is subject m payrodl withholding,

CMD 116 Use of Clty Resourves/Non-Confidential Nature of Information on City
Equipment;
‘This CMTD addresses key issucs rolated to the ownership and usage of cell phone devices, and
should always be read and understood in conjunction with this stipend policy. While it is
genetally the cage that call records for g porsonslly owned phone are not subjeet to public records
requests, the law in this area can and does change, CMD 116 advises that employees adhere to
City policies related to public records and email vetention. The City Altorney’s Oftice should be
consulted for advice and/or resolution of public records concerns.

City-Issued Cell Phone Program: A Unit 9 employee can choose o have a Ciiy»nwmd cell
phone issued to them in lieu of a monthly stipend. Under this program, the Information
Technology Department has responsibility for the selection of cell phone devices and cell phone
service providers. The Cily then maintains a vecord of an employee’s cell phone number and -
usage intbrmation, Activity on City-owned ¢cll phones is accessible as & public record. A Unit
9 employes cannot have a Cliy-Issued phone and 2 stipend. One or the other must be selected, If
you ctrrently have s City-issted coll phone and wish o participate in the stipend program, you
will need 10 acquire a personal cell phone and service plan and then furn in your Cily-issued cell
phone. Part of the rationale for this program is to decrease the number of City supplied/City
supporied cell phones through the use of a stipend program,
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Cell Phone Stipend Program for Unit 8 ~ Miscellaneous Unclassifled Management Employees

April 11, 2014

Page 3

Opt Out: A Unit 9 Miseellaneous Management employee can choose not to participate in either
the cell phone stipend prograny or the City-issued cell phone program. If certain work
assipnments require the use of a cell phone that can be accomplished through the temporary
provision of a City-issued cell phone through the duration of the assignment.

Cell Phone/Smartphone Stipend Program Enrollment; A current Unit 9 employee can
initially enroll in this stipend program by emailing the Human Resources Department and
requesting participation in the stipend program. You must include your 10-digit cell phone
number in the email; therefore you must have a personal cell phone device and a service plan
activated prior fo receiving a stipend. At that time the Human Resources Department will send
you a Cell Phone Stipend packet and form, which you will need fo fill out and retumn to them,
Thereafter, the Human Resources Department will present the cell phone stipend enrollment
opportonity to new Unit 9 employees through employee orientation,

q\@&w

ilio Fuentes
City Manager

Page 18 of 27



MEMORANDUM OF UNDERSTANDING — UNIT # 9A (2014-2016)

otup Process Change Passcoda Options
The purposa of this Quick Referance is to assist you in

saling Up your Androld phone to recelve Clly of Onas yoti st up your City emall acegunt, you will be

raquired 1o enfer a 4 dight passcode. You will be required

Santa Clara emall ) to anter this passoode to unlook your soraen if your

1. Complete the SmartPhone Authorization farm and phone i unused for § minolas. This fime can ba
 redurn to the Help Desk. increassd up o 15 minuies.

2. IFyou have contact or calendar Hams on your Ta shangs the pesscods,

Android phone, you may tose them If you shoosa - ; , y
to syne with Outlook’s contacls andfer Calendar, 1 Go o Settings then chccnlse tocatio;i Security.
Back up your Android phons so you can restars 3. Choose Change sereen lock, then PIN.
therm If necessary, 4. Enler a new PIM.
- Add your City smail actount ts your Andreld phona, Warnlng: You cammel {um off the Erase Dala featurs. f
L s ooy i have 8 falted passcode altemply, the data will ba
erasad from your phane, '

1. Goto Battings, and choose Acoounts.
2. Chosss Add Aceount, (an Corporate Syne,

3. Complets the fialds as follows [Thay may not To Increase the screen jock imecut, ,
appaar inthle exact order,} 1. Gu ta Seitings then choose Loeation & Securlty,

DomalniUsstname: City or Eleclic for BvP 2. Chouse Securlty Lock Timer,
Employoes\usarnams, 3. Increase the tima.

Pasaword: Your currant nelwork pasaword
Chagk Use sacurs conneatlon how,

Email Addraas:
Yaur cily small address,

Sarver; imallsantacharacagow.
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Tha purpose of this Quick Referance is to assist you in

setling up your iFhone 1o racaive City of Santa Clara Cheosa Settinigs from the iPhone meny.

armnsl,
1. Complete the SmadPhone Autharlzatian form and
relurmn to the Help Dask,

2. If you have contast or calendar items on youy
Phone, you may fose tham if you choose to syne

S

Choose Genaral, than Passcode Lock,

From hera you can changs your passaode, change
how quickly the passcode s requdred, and whether
of nat you want SMS Preview {text regzsaging
preview} to be on,

with Outlook's contacts andior Calendsr, Baok up Wasning: You cannot tum off the Erase Dats feature, If
your [Pheng using iTunes se you can restore tham il you have 8 falled passoode altempls, the data will be
flecagsany. grasad from vaur phone,

Add your City emall secouint to your iPhone,

At Fall Acoout

1. Choose Settings from the iFhong menul.
2, Choose Mall, Contacts,
Calandar,

3. Chooss Add Account, then
Microsoft Exchanga,

4, Complete the flslds

as follows:
Emally your emali
addrass,

Domalns Olfy or Elsalne

for 8P Employess

1"
Username: Your network li%rvmr
login id. o

RERE R

Fassword: Your current || Demaln  City

nabvork password
Ungrmama  Isbestant

Description: a name that .
identifies thiz mall Passwotd  eRisasnie

aeaount, You can also
sef up a parsonal matl
account such as gl

5. Click Mext,

The scresn to the rght
appesrs with Server fiefd
added, 1 should be:
imafl saaclaraca gov.

8. Chooselo turn on

Mail, Contacts, and/
or Catendars.

Quick Roforancs 4-2

© Add Emall Account (ot

7. Choose Done,
B. After you choose ON for Centasts or Calendars, you

will be prompted o delale or add your local {IPhone)
contacia to Outlook.

You will be ragulred to enter a
4 digit Passcode. You will be
promipted {0 enter your
passcode if you Jaave your
Phone idle for & minutes,

128200
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selling up your Windows bobile device to receive
Clty of Santa Clara smail.

1. Complete the BmanPhone Autharization fomp and
return 1o the Help Desk,

2. Sstup yaur phone fo syno with the City's Exchangs
Semr us hg Azztivesyﬁc

Setup Exchange Ser\ier

1. From tha Programs meny, chosss AdtiveSyns,

2. M itis the first time you have used your Windows
Maoblle phone, you will ba shown tha following
prompt:

To syne with a deskinp comgulsr, Inslalf
ActiveSyric on your computar and then connect
ihs devipe,

¥ your company suppords syncing direclly
will fls Exchange Servar vou oan sof un
your avice to syne with it

Click the set up yolr devica to syne with I link,

This will siart the provess for conmacting vour dovioe
fo the Cily's exchange senven

Note: The City aupports ayncing divectly with its
Excfmng'a Sarvar. Tho City does NOT support
syneing with & desktop copiputer,

I you have already synced your dewvice 16 another
souree, cheose Menu, Add Server Soukge,

3. Inthe Gerver addrags flsld, typa
imallsantaciaraca.gov.

4, Chack the box for This server requires an
ancrypled {88L) cannaction,

B, Click Next,

Edl Servir Sallaigs

Saer addiess

Wik saslackimca aoy
S Ty b tha s oy your NMW::&
Aeznds sarver widiast.

{7] 1hes seres rguves aneenpled (5943
coanpiiion

The plpose caf thls Quack Re!ewenca is 10 s§Sssl you !n

Q.

Cﬂmﬁlﬂ!& the fislds & follow

Username: Your nefwark login i
Passwords Your nelwork password.
Domaln: Clly or Efeciric for 8VP amployeas,

Click the Sava password chack box,

Edit Server Seitings

{atewms

el User namas

Password:

AL EHIFNEA4

Dornan Dity

[l save passwvord
{requtrad for autumat}- synch

“Advancedn

Choose Next.

Chedk tha boxes next to tha data vou would like to
synchronize with your City's Outlook szeount,

Click Findsh,

Guick Pefarence 4.3

1022008
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ADANISTRATIVE GODE GHAD HUMBER 118

HTY MANAGER"S DIREGTIVE-PROCEBURE DATE: Mareh 3, 2003

CANGELS: Novembes 2%, 2000

SUBJECT: USE OF CITY RESDURCES, AND NOMN-CONFIDENTIAL NATURE OF
INFORMATION ON CITY EDUIPMENT

PUBROSE: 1. The pimary purpose of this CME iz to infome all smployess that Tty
eguiprent and systems, and City wark locations, as definad herein, are the
sk property of the City, and with a few minor noted sxceptions, ars to be
used for City business andy. This policy applies to City-owned and issued
devices and the use of Ciry network or systems using City —ovwmed and
private devices, including but ot limited to Smartphones.

=

Another puspese of this CMD is to informs all City emplovess that private or
personal decuments, wiitten misssages, elechionic messages (including text
messapes, emails, ete.), materals, information, or files placed in or on ity
eguipment 2re not private or confidential and may be reviewed to ascertain
wehether such communications constitute ity buskess. As such, employees
should not have any expectation of privacy or confidentiality in any of these
cireusstances. This CMI does not agply to the confidentiality of persanns]
records maintained by the Human Resowress Department or the Finance
Departreent, or the confidentiality of business and related mems within the
department where the emploves works.

POLICY ASTO CITY-OWHNED  City squipment and systems, and ity work locations, are the sole property of

OR ISSUED DEVICES: the City and, with minor exceptions {as noted below in Rem No. 4 under
Supervisor and Department Head Responsibility and Actiond, are to be usad for
City business only.

City employees are hereby informed that private or personal documents, written
messages, shactronic messages fincluding text messages, emails, ete), materials,
inforesation or files, placed in or an City equipment are not private or confideatial.
Ersployees should not have any expectation of privasy or confidentiality in any of
thess circumsstancss.

In order to conduct City business, including responding to the meeds of citizens
and staff, City managersent and ity employess, when directed, may need to
access City work l[ocations and equiprment of any employes whao is absent or
unavailable. Access to the work locations and equipment may also be necessary

Page 1 of &
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GMD NUMBER 116

for purposes of menitonng emploves work performance and conduct. Under
existing provisions of the law, the City reserves the right to moniter the use of
City equipment far any reason, including the right to review, audit and discloss all
matters sent ouver of stored in Dity locations or equipment systeras to ensure that
uses are in compliance with all lawes including copyright laws and City policies,
incheding the City Code of Fthics & Values. )

POLICY AS TO PRIVATE Only City approved and authorized Smartphone deviees ase permitted fo access

DEVICES: any City network or systemes. The approved list of devices is maintained by
Information Technology (1T} and listed an the Srartphone Aecess Authorization
Form {form available fror [T HelpDesk).

& user wha connects to Dity networks via an asthorized Smartphone devics or
segvice must ensure that all corponents of histher wirsless connection remain as
secure a3 histher network access. Al Smartphones and connectians to any Gty
network o systerss shall be used to conduct ity business and utilized
appeopriately, responaibly and ethically. All authonzed Smartphone devies and
service uzers shall, without exception, use secure remote access procedures.
Enforcement of this provision will be by devies passwords in accordancs with the
City's password policy.

Prior to initial use or comnection to Bity networks of systemss, authorized
Smartphone devices, software and related services must be registered with 7.
City employees, contractors, or “as needed”™ staff in possession of an authorired
Smantphone device shall not make modifications of any kind to the daviee, its
software, andfor service that may potentially compromise the integrty of City
networks or systems, without the express wiitten approval of 1T, Thes includes,
but is pot Imited to, split tenreling, dual homing, nom-standard hardwars or
security configurations, ete.

Users are advised that applicable law related to public records may raquire the
production of certain records on prvate devices. Users are advised to adhere to
City CMI's related to public records and email retention to aveid the potential
disclosure of information from thetr private devices, particularly those users that
receive a stipend for private devices.

With respect to Public Safety Officers, it is intended that this CAID be read
topether with the Public Safety Dfficers Pracadural Bl of Rights.

Page 2 of B
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CID NUMBER 116

DEFINITIONS: “City equipment and systems, and City work locations” &5 defined herein to
include, but not be lmited to, the fellowing fems whether they e owned,
bought, used, paid for, leased, borrawed, of given to areas and the City: Work
spaces, desks, lockers, Eity vehicles and equipment, cormputes and video
equipmeent, printers, copiers, supplies, telephones, meble date terminals, fay
machines, radies, email, fext messages, other mail and electromc messaging
sepvices, veice mail and Internet services das assigned, including chats,
newsgioups, and Internet email), or any files ‘

*City business”™ includes, but is not fimited to. conducting the business of the City
of Santa Tlara and meonitoring employes wark performance and conduct.

“BEF-Duty time” intdudes emploves time befors and after work shift, funch {or
meal period breaks), and approved vacationfother leave time.

*Seartphone” means a mobils handheld device with advanced features fike e-mail
and Internet capabilities.

RESPONSIBILITY : ACTIDN
Department Heads & 1. Authorize issuance and discourage misuss of Gity equipment, work locations,
Supervisors and Smartphone devices.  Approve replacement of lost, stalen or demaged

Bity-owned devices. Replacement costs will be charged 1o the user’s
departrment, which is then responsible For handling reimburserent of City
furds with said user. Replacement and Maintenance costs for any personal-
ewned devices are the sole responsibility of the emploves.

2. Understand that the City's security software for the Internet may record for
management use the Internet address or site visited by the employes and
keep record of any metwark activity in which the employes transmits or
receives any kind of fils; the delefion of a message or file from some
electronic systems may aot fully elindnate the message from the systen.

4. Understand that “any writing containing information related o the condust
of the public’s business, prepared, owned, used or retained by any state or
local agency regardless of physical form or chasactenistics” [Government
Eode Sectien 6252} and under some circursstances, communications sent by
email, may be subject to disclosure under the Public Rezards Act or litigaticn

4. Hetwithstanding statersents in the TMD to the contrary, occasional use of
Gity equipment by an emplavee during off-duty time, i.e., typing of a personal
fatter during the lunch period, or use of @ telephone for urgent reasons {see
€MD 78), may be granted from tine to firee at the discretion of and upon the

Faga Jof B
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approval of the Department Head.

5. In addition, uses by City employess, during aff-duty time, of specific Ciy
equipment riay also be allowed where certain fees for use of this equipment
have been astablished fi.e., minkmal copying, or use of @ fax machine, etc ).

6. Managers and supesvisors who are authorized to serve as officers of a
professional society andior association in accordance with CNMD 49, and
who have authorized use of City resources in accordance with the provisions
of that CMD, should not have expectations of privacy or confidentiality of
information or files placed on City equipment.

All EraployessiUsers 7. Becoms informed and comply with the palicies of this ML

8. Do nat use City equipment, work locations, or authorized access ta City
networks o systems improperly. Improper use inchides any personal use for
convenisnce or profit, playing of games. or use to comvey derogatery,
defamatory, abscene, or otherwize inappropriate actions ar messages or any
information unrebated to City business. Personal mail, packages, or catalogs
sheuld not be received or sent using a municipal address.

8. Ermployees shall take reasonable measures to safeguard Dity property and
systems to prevent loss or damage. In the event any City-owned or issued
deviee or privately-owned Smartphone is lost or stelen, or the cccurrence of
any incident or suspected incident of unauthonized aceess andior disclosune
of City resowrces, the user shall jowwediatefly report such to his'her
supervisor and the 1T Help Desk. Service will be immediately terminated.
Users should immediately report to histher supervisor and the IT Help Desk i
the devics is recovered. 1T will work with the uzer to restare service as
guickly as possible.

10. The provisions of this CMD also apply to emplovee use of nun-City issued
equipreent and systems brought into work lozations and used for City
business. Employees utifizing non  City-issued  equipment  assume
responsibifity for the repair or replacement of such equipment, including
Sryartphones.

11. Nothing in this CMI is intended to or shall be construed as affecting the
duty and obligation of City employees to maintain the confidentiality of City
documents and information which the employes has access 1o through his or
her ersploymeent with the City. It is also not intended to nor shall it be
construed as gramting access to non-Bity employess to otherwise
confidential ity documsents and infommatian.

Fage 4of B
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12. Employees should understand that the City's security software for the
Interret may record for management use the Internst address or site visited
by the ersployee and keep a record of any netwark activity in which the
employes transmits o receives any kind of files. Any records transmitted or
received are recorded and stored in an archive file; deletion of a message or
file frora sones electranic systems may not fully elisinate the message from
the system.

13. Understand that “any witing eontaining infommation related to the conduct
of the public's business, prepared, nwned, used or retained by any state or
local agency regardless of physical fomm or charactesistics™ [Bovernmant
Code Section 6252) and under some circursstances, communications sent by
email, may be subject to discloswre under the Public Records Act or litigation.

14. Employees should understand that the City's network alloses Management to
aceess employes passwards. Upon request, employess shall provide their
systems passwands to their Departruent Head 1o albow access to a8 files and
systems in the employee's absence or as required. Lockers, desks, files or
other secured City equipment, systems, or waork locations, may also be
accessed by the City.

15. Employees shall not knowingly use City equipment or systems, or City work
locations, 1o download or distribute pirated software or data, or to viclate
Penal Code Section 507, applicable Federal lawes, City policies, rules and
regulations, including the City's Dode of Ethics & Values. Employees shall
not use the City's equipment, systerss or work locations to disrupt or
destroy the City's program systems, nor shall they atterspt to disable any
seourity Sysiem.

16. Violation of this policy, threugh direct action on the part of the employes, or
through carelessness or negligence, may result in formal diseiplinary action,
up te and including termination.

17, Unit 3 employees should understand that Smartphone devices they obtain
thiough the assistance of an allowance program are considered personal
devices and are under the owrership of the employes. Al servics,
maintenance, and replacerment costs are the responsibility of the emploves.

IT Departraent: ) ) ) ) )
18. IT reserves the right to terminate without notice any authorized Smartphooe

device, service and aceess to Dity network or system that may result in 2
potential secusity risk to Tty network systems, data, users, residents andfor
other City assets and resources.

19, [T reserves the right to perform a remote wipe of a user's Smartphone,
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erasing all data and contents, if theres is @ reasonable belief that the device
has been compromised andior poses a potential seeurity risk to City network
systems, data, users, residents andior other City assets and resousces.

20. 1T will provide minimal support for privetely-awned approved and authorized
Smartphone deviess.  This support is limited fo basic documentation to
enable the user to comnect the device to City networks and systems, and
basic troubleshooting to determine if any conpection problems are on the
Bity side or outside of the City's control. Al additional technical and
function questionsiissues shall be the responsibility of the user.

Questions regarding this CMD may be addressed to the City's Directar of Human Resources.

£rasz Reference:
CMD 3 - Overnight Use of Tty Vehicles
CMD 31 - Transaction of Personal Business During Working Hours
CHAD 43 - Membership in Professional Societies and Associations
EMD 78 - Personal Use of City Telephomes
City Code of Fthics & Yalees [Attachment to CMD 67, Gifts & Favors to Individuals)
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